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1. 0
(Reminder: This is a writing intensive class. Demonstrate your skill level by using more than one word to answer the question.) 
If we develop the skills for making solid ethical decisions and we use these skills to analyze all of the situations where ethics plays a factor to arrive at a best course of action then for this to not be another totally useless academic exercise we need to 

____________________________________________________________________

____________________________________________________________________

2.0
(T, F)
If something is illegal it is unethical.


(T, F)
If something is unethical it is illegal. 


(T, F)
Every decision is either ethical or unethical.

(T, F)
Following the “Golden Rule” always yields the intended results.

(T, F)
You can’t be unethical in a situation if you don’t do anything.

3.0
In class we discussed a number of informal guidelines for making ethical 

decisions. These guidelines, designated by names such as the Mom Test, the TV 

Test, and the Newspaper Test, all seemed to be variations on the thought that if

____________________________________________________________

____________________________________________________________

____________________________________________________________

4.0
Practical reason was the tool Kant proposed we use to gain insight in ethics and moral law. “Reason about what makes sense and act accordingly.” The rightness or wrongness of actions is thought to lie outside of ourselves and not in any subjective attitude we might take. Certain acts are right to do, others are wrong, and we are obliged to pursue the one and avoid the other. One of the problems we discussed concerning the application of “Kantianism” was 

____________________________________________________________

____________________________________________________________

5.0
Give a brief definition of each of the following:

Altruism _____________________________________________________

____________________________________________________________

Egoism _____________________________________________________

____________________________________________________________

Utilitarianism _________________________________________________

____________________________________________________________

6.0
Given a situation that calls for an evaluation of competing responses, what would you need to do to apply a utilitarian approach to arrive at your decision on what to do?

____________________________________________________________

____________________________________________________________

____________________________________________________________

7.1
Describe/identify a technological advance that has to do with privacy that has occurred in the past fifty years that has created the possibility for new actions: new actions for which new legislation had to be passed to control.

_____________________________________________________________

_____________________________________________________________

8.2
 The Code of Fair Information Practices, produced by a Governmental Advisory Committee in 1973, has become the basis for privacy legislation around the world. The set of five principles includes:

a. ___________________________________________________________

_____________________________________________________________

b. ____________________________________________________________

_____________________________________________________________

c. ___________________________________________________________

_____________________________________________________________

9.2
When we give up total privacy from our government through constitutionally limited and approved surveillance of people and activities, one thing that we gain is 

____________________________________________________________

____________________________________________________________

10.2
Credit bureaus collect lots of data on each of us. On the surface, that appears 

to be a rather major invasion of personal privacy. But this turns out to be another of those tradeoffs we keep talking about because when we give up this privacy protection we gain what in return?

_______________________________________________________________

_______________________________________________________________

11.2
Computer matching occurs when _____________________________

_____________________________________________________________

Computer profiling occurs when ______________________________

_____________________________________________________________

12.2 
It appears that some credit card companies are not only creating a profile of the type of purchaser you are but are using your purchase profile (instead of you payment profile) to decide if you are a good risk. Give an example of a legal purchase that 

probably should not be done with a credit card. 

_____________________________________________________________

_____________________________________________________________

13.3a
 Usually we have the people going to legislators seeking to have laws passed that would restrict the government’s authorization to do wire taps but in the 1990’s we saw law enforcement agencies going to legislators to propose wire tap legislation. What were the law enforcement agencies concerns?

__________________________________________________________

__________________________________________________________

__________________________________________________________

14.3b
In the 1970’s Diffie and Hellman developed a completely new encryption scheme called public key cryptography. A major advantage that this approach offered was that 

_______________________________________________________

_______________________________________________________

15.3b
While there does seem to be considerable concern about the governments push for mandatory key escrow encryption there are good business and personal reasons for using some sort of key escrow system. In fact it can be argued that every business that uses encryption needs key escrow because 

__________________________________________________________

__________________________________________________________

16.3b
Following the 9/11/01 twin towers attack it was reported that Osama Bin Laden was using steganography to encode messages to terrorists on public-accessible web sites. What is steganography? 

________________________________________________________

________________________________________________________

17.4
What was the Therac incident mentioned in this class?

_____________________________________________________________

_____________________________________________________________

_____________________________________________________________

18.4
Extensive studies of mishaps have identified three primary 

causes.  (1) Mishaps are almost always caused by _____________________

____________________________________________________________

(2) The failure ___________________________is often a contributing 

factor (sometimes the causal factor) of mishaps.  Another thing we know from studying mishaps is that (3) they often involve problems 

in subsystem  ___________________________

19.4
When we discussed the interface-design-for-safety topic we discussed the design problem of providing an interface between a computer system that performs a critical process control function and the human operator who might be called upon without warning to take over control following some catastrophic event. Two of the three things we mentioned are:

a. __________________________________________________________

____________________________________________________________

b. __________________________________________________________

____________________________________________________________

20.4
When contrasting hardware and software use in safety-critical situations we say, “Software exhibits weak-link behavior”.  We do not say that about hardware because with hardware

____________________________________________________________

____________________________________________________________

21.5
 While the use of copyright with software tends to make the software more expensive it is argued that the impact on software 

quality is ____________________________________________ because

___________________________________________________________

___________________________________________________________

22.5 
Sam teaches at a public university and has purchased a book that contains material that Sam would like to share with his class. Before going to the Xerox machine and making copies of copyrighted material that he will distribute to his class, Sam thinks through the four factors for determining fair use. You list three: 

a.  _________________________________________________________

____________________________________________________________

b.  _________________________________________________________

____________________________________________________________

c.  __________________________________________________________

____________________________________________________________

23.5
While patents offer a higher level of protection for software than does either 

trade secrets or copyrights, they are usually not a very practical choice because:

a. ___________________________________________________________

b. ___________________________________________________________

c. ___________________________________________________________

24.6
The Child Online protection Act, (which was an attempt to address problems that the Supreme Court had with the first anti-porn Net law), was again blocked by a Federal Judge. The Judge argued that his actions were in the best interest of 

children because      __________________________________________

____________________________________________________________

____________________________________________________________

25.6
In MILLER vs. the STATE of CALIFORNIA a legal definition of "obscene" was produced that required "It depicts these acts (sexual) in a patently offensive

manner...that violates community standards." What is the obvious problem that we face when we apply this standard to things found on the Internet? (as the couple in California found out.)

____________________________________________________________

____________________________________________________________

26.6
Congress shall make no law ... abridging the freedom of speech, or of the press....” (First Amendment). We do however see certain unevenness in how the first amendment is applied. If we consider Radio, TV, and Print, then the 

highest protection would be given to:    ____________________________

____________________________________________________________

27.7
What is a Dumpster Diving?

____________________________________________________________

____________________________________________________________

28.7
What is a "salami" scheme?

____________________________________________________________

____________________________________________________________

29.7
What is the over-billing scam and why is it so hard to stop?

____________________________________________________________

____________________________________________________________

____________________________________________________________

30.8
The computer (technology) appears to be impacting the very structure of businesses. Comment on the impact on

Middle management ___________________________________________

Percentage of full time employees  ________________________________

Percentage of employees telecommuting  ___________________________

Privacy in the workplace  ________________________________________

31.9 
Under health issues we discussed Repetitive Stress Injury and also brought up Carpal Tunnel Syndrome and hysteria. Lets try again on that definition of hysteria.

____________________________________________________________

____________________________________________________________

32.9
While we can argue that anonymity on the web leads to a lack of accountability (and that is bad) there are strong arguments for preserving anonymity. Give an example 

____________________________________________________________

____________________________________________________________

____________________________________________________________

33.9
It was claimed that in some cases the computer encouraged us “to not think” and examples of a loan officer and a doctor were given. What would encourage a medical doctor to follow the advice of a computer system as opposed to what his experience and knowledge of the situation told him was a proper action? 

_______________________________________________________________________

_______________________________________________________________________

_______________________________________________________________________

34.10
In this class, we have attempted to make a distinction between “ethics” and “professional ethics.” Two reasons that has been put forth for professional ethics having a different emphasis than general ethics are:

1. ___________________________________________________________

_____________________________________________________________

2. ___________________________________________________________

_____________________________________________________________

35.10
When do you have an obligation to honor a company policy you view as being 

unreasonable? _________________________________________________

_____________________________________________________________

36.WB

A whistle blower that fails to get significant support or affect any change does not face a very happy situation with his company. What about those that are successful? What type of future should be anticipated with the company someone blew 

the whistle on?  ________________________________________________

_____________________________________________________________

37.GE

In the scenario given in the paper “How Good is Good Enough”, nurse Anne Frederic was portrayed as a vocal critic. Why does every significant project need 

an “Anne Frederick”? 

____________________________________________________________

____________________________________________________________

38.GE
 In the scenario given in the paper “How Good is Good Enough” it was reasoned that if we applied a Rawlsian negotiation scheme (an example of an 

“ideal” Social Contract Theory approach) to our hospital software problem, 

we would probably arrive at the following principles.

1. Don’t increase harm to the least advantaged. 

2. Don’t risk increasing harm in already risky environments.

3. Use ___________________________ for determining difficult 

cost benefit trade-offs. 

39.A 
Generally speaking and understanding that these conditions are often weakened, 

“To be held responsible for an act” you need to have__________________

________________________________________________________ and

____________________________________________________________. 

40.A
It is argued that accountability in the computer field is needed because the lack of it leads to 

_____________________________________________________________

_____________________________________________________________

41.Addiction
For folks that are worried about the potential for addiction to pornography. What is it about the Internet that raises more concerns than for example Bourbon St in 

New Orleans? (Give a couple of reasons/factors)________________________

_______________________________________________________________

_______________________________________________________________

******************************

I tried to sum up “my message” in one word and struck out. I tried for short phrases with the same result. So what about key thoughts?

For every approach to ethics we looked at we could envision situations were application would lead to bad results so critical thinking skills and the willingness to use those skills ..very important.

There are lots of actions we can take to reduce the odds that we are going to mess-up.

I’m going to mess-up. You are going to mess-up. I/we need to be accountable for our actions and clean up the mess.

You can mess-up doing the right thing. (Bill Russell quote)

We need to be willing to accept feedback because sometimes we just not very good judges of how our actions stack up. (Kasparov getting beaten by a 3-year old)

The Golden Rule is an excellent first cut.

Publicity tests are practical decision-making tools.

Know what the rules are and follow them.  ******************************

“Sam” in 22.5 is Sam Folks who I worked with at IBM in 1966. Sam was in a bad position with a difficult customer and he had ended up saying “Move me or I quit.”

IBM lost a really good employee and I have honored that dumbness by getting the name Sam into every class I’ve ever taught.

I really like “Through the Moral Maze: Searching for Absolute Values in a Pluralistic World” by Professor Robert H. Kane of UT-Austin. Kane writes a good book.

If you try to figure out what “Christian Ethics” is I would recommend “Christian Ethics: An Essential Guide” by Robin Lovin. (And caution that some of the books on this topic are just bad.)

Best wishes.
